NATIONAL DEFENSE & ENGINEERING STRATEGIES

IT ARGHITECTURE DESIGN
& SUSTRINMENT GAPABILITIES

romethean supports prime contractors, i tors, and developers:
more efficiently with a best-athlete techni ompetence approach grounde It
Our team of senior leaders have decades of USAF & IC experience and will enable your

Today’s information assurance mission is no longer about just implementing security controls. Continued escalation of
cyber-attacks, fevered adoption of new technologies, and heightened regulatory scrutiny combined with a hyper-connected
business environment are creating increased levels of risk.

Promethean Strategies can help you modify existing systems or design and implement new secure systems
from start to finish:

& ASSESSMENT & IMPLEMENTATION & COMPLIANGE &
AUTHORIZATION

Achieve a proactive stance that We are operating system, language,

identifies threats to your cloud and environment agnostic. By i hand with

EDdciiellE = =ystomsy No matter what you already have Assessors and Authorizing Officials

We are experts at gap analysis in place, we can design, build or to make sure every aspect of our

and incorporating security into upgrade your custom applications work is in compliance.

the heart of design process. to meet your needs while

remedying IT infrastructure system
and procedural vulnerabilities.

CORE SERVICES: ~ ARCHITECTURE DESIGN & IMPLEMENTATION | SOFTWARE ENGINEERING | CYBERSEGURITY

Eric D’Anna, President / Owner DAU Certifications: T&E Ill, SPRDE-SE lll, PM ||
25 years Active Duty, USAF ' eric.danna@prostratlic.com
Graduate USAF TPS 3 719-749-6121

DUNS: 079729342 | CAGE: 7BN8T v WWW.PROSTRATLLC.COM




CYBERSECURITY

Assessment & Authorization Consulting Services

© Fully versed in Risk Management Framework (RMF) and other DoD requirements

© Complete lifecycle solution leveraging the RMF and other DoD requirements to
provide consulting aimed at securing and accrediting solutions based on various
laws and regulations (e.g. ICD 503, DoDI 8510.01, FISMA).

© Customized offering to fit the security and privacy needs of each customer,
from small businesses in need of a foundation of security essentials to large
programs with established strategies interested in an independent analysis
or recommendations for the latest security measures

© Mitigation of open issues while testing controls, preparing submittal packages,
and completing dry runs

© Coordinate with Assessors and Authorizing Officials before, during, and after
the assessments

Gap Analysis
© Review current state and provide insight into degree of risk posed by the current security posture
© Identify systems that exhibit known problems or weak configurations in order to measure the impact of those vulnerabilities

Risk Remediation
© Create a customized plan to repair security issues while maintaining overall network performance
© Advisory work that incorporates security best practices into business processes and infrastructure to eliminate risk

System Reassurance

© Routine checks to reassure that the security posture remains intact
© Continuously analyze systems to ensure no significant changes have occurred keeping the security posture up to date

Policies & Procedures

© Create comprehensive sets of documentation that ensures compliance with relevant legislation or other requirements

© Validate appropriate internal controls are in place to comply with regulations and standards

ARCHITEGTURE DESIGN & IMPLEMENTATION SOFTWARE ENGINEERING

DoD Enterprise DevSecOps Reference Design
Implementation

Cloud configuration and resource optimization

© Dataflow integration and cell level security data

management © Network engineering

©  System Administration ©  Cross-domain solution (CDS) development / maintenance
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